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Introduction

This document describes  the installation and ¢ onfigurationof Tenabl e Net wor k
Ne ssus 4 vulnerablity scanner. Please share your comments and suggestions with us by
emailing themto  support@tenablesecurity.com

Tenable Network Security, Inc . is the author and manager of the Nessus Security Scanner.
In addition to constantly improving the Nessus engine, Tenable writ es most of the plugins
available to the scanner , as well as compliance checks and a wide variety of audit policies

Prerequisite s, deployment options , and a walk -through of an installation will be discussed in
this document . A basic understanding of U  nix and vulnerability scanning is assumed.

This document explains how to install and start the Nessus Server  only. For some
operatin g systems, such as Windows and Mac OS X , NessusClient is bundled with the
Nessus Server. Nessus is composed of a server that performs the vulnerability audits, and a
client to interface with the server. For further information about the clients available f or
Nessus, pl ease refer tWserGhniedddNessusClient
OS Support
Nessus is available and supported for a variety of operating systems and platforms

e RedHatES 4, and ES 5 (i386 and x86 -64)

e Fedora Core 10 [Compatible with Fedora 9]

e Debian 5 (i386 ,x86-64)

e FreeBSD 7 (i386, x86 -64)

e Ubuntu 8.04 (i386 , x86 -64)

e Ubuntu 8.10 (i386, x86  -64)

e MacOS X 10. 4/10. 5 (i386, x86 -64, ppc)

e WindowsXP, Server 2003, Server 2008 and Vista (i386, x86 -64)

e SuSE 9.3 (i386, server only)

e SuSE 10.0 (i386, server only)

e Enteras ys Dragon appliance running Dragon 7.2 or later

Standards and Conventions

Throughout the documentation, filenames, daemons and executables are indicated with a
courier bold font such as setup.exe

Command line options and keywords will also be printed w ith the courier bold font.
Command line options may or may not include the command line prompt and output text

from the results of the command. Often, the command being run will be boldfaced to
indicate what the user typed. Below is an example running of t he Unix pwd command.
# pwd

/opt/nessus/

#

/i\ Important notes and considerations are highlighted with this symbol and grey text
L boxes.
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Background

Nessus is a powerful, up  -to-date and easy to use  network security scanner. It is currently
rated among thet op products of its type throughout the security industry and is endorsed

by professional information security organizations such as the SANS Institute. Nessus will
allow you to remotely audit a given network and determine if it has been broken into or
misu sed in some way . Nessus also provides the ability to locally audit a specific machine for

vulnerabilities, compliance specifications, content policy violations and more

Intelligent Scanning T Unlike many other security scanners, Nessus does not take

anyt hing for granted. That is, it will not assume that a given service is running on a fixed
port . This means if you run your web server on port 1234, Nessus will detect it and test its
security appropriately . Itwill attemptto validate a vulnerability throug h exploitation when
possible. In cases where it is not reliable or may negatively impact the target, Nessus may

rely on a server banner to determine the presence of the vulnerability. In such cases, it will

be clear in the report output if this method was used.

Modular Architecture I The client/server ar  chitecture provides the flexibility to deploy the
scanner (server) and the GUI (client) in multiple configurations and locations reducing
management costs (one server can be accessed by multiple clients).

CVE Compatible 1 Each plugin links to CVE for administrators to retrieve further
information on published vulnerabilities. They also frequently include referencesto  Bugtraq
(BID) , OSVDB and vendor security alerts.

Plug -in Architecture I Each security tes tis written as an external plugin and grouped into
one of 45 families . This way, you can easily add your own tests , select specific plugins or
choose an entire family  without having to read the code of the Nessus server engine ,

nessusd . The complete list  of the Nessus plugins is available at
http://www.nessus.org/plugins/index.php?view=all

NASL 1T The Nessus scanner includes NASL (Nessus Attack Scripting Language) , alanguage
designed specifically to write security test s easily and quickly . Note that security checks can
also be written in the C programming language.

Up-to -date Security Vulnerability Database 1 Tenable focuses on the development of
security checks for  newly disclosed vulnera bilities. Our security checks database is updated
on a daily basis and all the newest security checks are available at
http://www.nessus.org/scripts.php

Tests Multiple Hosts Simultaneously i Depending on the configuration of the Nessus
scanner system, you can test a large number of hosts concurrently

Smart S ervice Recognition T Nessus does expect the target hosts to respect the IANA
assigned port numbers. This means that it will recognize a FTP server r unning on anon -

standard port ( e.g., 31337) or a web server running on port 8080.

Multiple  Services 1 If two ormore web servers arerunonahost host (forexample, one
on port 80 and another on port 8080 ), Nessus will identify and test all of them.

Copyright 2004 -200 9, Tenable Network Security, Inc.
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Plu gin Cooperation i The security tests performed by Nessus plugins cooperate so that
unnecessary checks are  not performed . If your FTP server does not offer anonymous logins,
then anonymous -related security checks will not be performed.

Complete Reports 1 Nessus will not only tell you what security vulnerabilities exist on
your network and the risk level of each (Low , Medium, High and Critical ), but it will also tell
you how to mitigate them by offering solutions

Full SSL Support T Nessus has the abilityt o test services offered over SSL such as HTTPS,
SMTPS, IMAPS and more.

Smart Plugins (optional) T Nessus will determine which plugins should or should not be
launched against the remote host . For example , Nessus will nottests endmail
vulnerabilities ag  ainst Postfix. This option is called floptimizations o.

Non - D estructive (optional) T Certain checks can be detrimental to specific network
services. If you do not want to risk causing a service failure on you r network , enable the
fisafe checks 0 option of Nes sus, which will make Nessus rely on banners rather than

exploiting real flaws to determine if a vulnerability is present.

Open Forum 1 Found a bug? Questions about Nessus? Start a discussion at
https://discu __ssions.nessus.org/

Prerequisites

Tenable recommends a minimum of 1 GB of memory to operate Nessus. To conduct larger

scans of multiple networks, at least 2 GB of memory is recommended, but it may require up
to 4 GB.

A Pentium 3 processor running at 2 GHz or higher is recommended. When running on Mac

OS X, a duel -core intel processor running at 2 GHz or higher is recommended.

Nessus can be run under a VMware instance, but if the simulated machine is using Network

Address Translation (NAT) to reach the n etwork, many of Nessusd vulnerabil
enumeration and operating system identification will be negatively affected.

Nessus Unix

Before installing Nessus on Unix/Linux, there are several libraries that are required. Many
operating systems inst  all these by default and typically do not require separate installation:

e OpenSSL (e.g., openssl, libssl, libcrypto)
e Zzlib
e GNUCLibrary (i.e., libc)

Nessus Windows

Microsoft has added changes to Windows XP SP -2 and newer (Home & Pro) that can impact
the performance of Nessus Windows. For increased performance and scan reliability it is
highly recommended that Nessus Windows be inst alled on a server product from the

Microsoft Windows family ~ such as Windows Server 2003.  For more information on this issue
please see the fiNessus Windows Troubleshooting 0 section.
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Deployment Options

When deploying Nessus, knowledge of routing, filters and firewall policies is often helpful . It

is recommended that  Nessus be deployed so that it has good IP connectivity to the

networks it is scanning. Deploying behind a NAT device is not desirable unless it is scanning

the inside of that deviceds network. Any time a vulner
application proxy of some sort, the check can be distorted and a false positive or negative

can result. In addition , if the system running Nessus has personal or desktop firewalls in

place, these tools can drastically limit the effectiveness of a remote vulnerability scan.

Host - based firewalls can interfere with network vulnerability scanning. Depending
on your firewall 6s c onf itdglistort@arthideothe probedofamay pr
Nessus scan.

Vulnerability Plugin Subscriptions

Numerous new vulnerabilities are made public by vendors, researchers and other sources

every day. Tenable strives to have checks for recently published vulnerabilities tested and
available as soon as possible, usually within 24 hours of disclosure. The check for a specific

vulnerability is known byt he Nessus scanner cenpletalistiofp |all the Nessus A
plugins is available at  http://www.nessus.org/plugins/index.php?view=all . Tenable

distributes the latest vulnerability plugins in two modes for Nessus ; the ProfessionalFeed

and the HomeF eed.

/i\ With Nessus 4, you are required to register for a plugi n feed and update the
. plugins before Nessus will start.

Which Feed is For You?

Specific directions  to configure Nessus to receive either a HomeFeed or ProfessionalFeed are
provided later in this document. To determine which Nessus feed is appropriate fo r your
environment, consider the following

HomeFeed

If you are using Nessus for at home for non -professional purposes, you may subscribe to
the HomeFeed. New plugins for the latest security vulnerabilities are immediately released

to HomeFeed users. The re is no charge to use the HomeFeed, however, there is a separate
license for the HomeFeed  that users must agree to comply with. To register for the
HomeFeed, visit http://www.nessus.org/register/ and registe ryour copy of Nessus to use
the HomeFeed. Use the Activation Code you receive from the registration process when
configuring Nessus to do updates. HomeFeed users do not receive access to the Tenable
Support Portal , compliance checks or content audit polic ies.

ProfessionalFeed

If you are using Nessus for commercial purposes (e.g., consulting), in a business

environment or in a government environemt , You must purchase a ProfessionalFeed. New
plugins for the latest security vulnerabilities are immediately r eleased to ProfessionalFeed
users . Security Center customers are automatically subscribed to the ProfessionalFeed and
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do not need to purchase an additional feed unless they have a Nessus scanner that is not
managed by the Security Center.

Tenable provides commercial support via  the Tenable Support Portal or email to
ProfessionalFeed customers who are using Nessus 4. The ProfessionalFeed also includes a
set of host -based compliance checks forU  nix and Windows that are very useful when
performing compliance audits suchas SOX, FISMA or FDCC.

You may purchase a Professional Fe-ednmerdesiteatr t hr ough

https://products.nessus.org/ or, via a purchase order through Authorized ProfessionalFeed
Partners . You will then receive an  Activation Code from Tenable. This code will be used
when configuring your ~ copy of Nessus for updates.

IfyouareusingNessus i n conjunction with Tenabl ebs S
Center will have access to the ProfessionalFeed and will automatically update your
Nessus scanners.

Unix /Linux

Upgrading from Nessus 3.x

This section will explain how to upgrade Nessus when upgr ading from a previous Nessus 3.2
installation.
The following table provides upgrade instructions for the Nessus server on all previously

supported platforms. Configuration settings and users that were created previously will
remain intact.

/'\ Make sure an y running scans have finished before stopping nessusd .

Any special upgrade instructions are provided in a note following the example.

Platform \ Upgrade Instructions

Red Hat ES 4 (32 bit only), ES 5 (32 and 64 bit)

Upgrade Commands # service nessusd st op

Use one of the appropriate command s below which corresponds
to the version of Red Hat you are running:

# rpm 1 Uvh Nessus -4.x.x -es4.i386.rpm

# rpm T UWh Nessus -4.x.x -es5.i386.rpm
# rpm T UWvh Nessus -4.x.x -es5.x86_64 .rpm

Once the upgrade is complete, rest art the nessusd service with
the following command:

# service nessusd start

Copyright 2004 -200 9, Tenable Network Security, Inc. 8
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Sample Output

Upgrade Commands

# service nessusd stop

Use one of the appropriate command s below that correspond t
the version of Fedora Core you are running:

# rpm 1 UWh Nessus-4.x.x -fcl0 .i386.rpm
# rpm T UWvh Nessus-4.x.x -fcl0 . x86_64 .rpm

Once the upgrade is complete, restart the nessusd service with
the following command:

# service nessusd start

Sample Output

Copyright 2004 -200 9, Tenable Network Security, Inc.
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Upgrade Commands

# service nessusd stop

Use one of the appropriate command
the version of SuSE you are running:

s below that correspond to

# rpm T Wh Nessus-4.x.x -suse9.3.i5 86.rpm
# rpm T Wh Nessus-4.x.x -susel0.0 .i5 86.rpm

Once the upgrade is complete, restart the nessusd service with

the following command:

# service nessusd start

Sample Output

Copyright 2004 -200 9, Tenable Network Security, Inc.




_——Uuv-v-v-c-c-c-c-c-c-c-c-e-e.ee———.e.e--o----0-o--0----0-0o0o0o0n0n0n0n0n0n0n0n0n00nn0n0n—n—n—nn—n—n—n—nnnnnnn—n—n—n—nn————————————————————
Upgrade Commands # [etc/init.d/nessusd stop

Use one of the appropriate command s below which corresponds
to the version of Debian you are running:

# dpkg -iNessus -4.x.x 7idebian 5_i386.deb
# dpkg -iNessus -4.x.x 7idebian 5_amd64.deb

# [etc/init.d/nessusd start

Sample Output

Upgrade Co mmands # /etc/init.d/nessusd stop

Use one of the appropriate commands below that correspond to
the version of  Ubuntu you are running:

# dpkg -iNessus -4.x.x iubuntu804_i386.deb
# dpkg -iNessus -4.x.x Tubuntu804 amd64.deb
# dpkg -iNessus -4.x.x Tubuntu8l0 _i386.deb

Copyright 2004 -200 9, Tenable Network Security, Inc. 11



# dpkg -iNessus -4.x.x Tubuntu810 amd64.deb

# [etc/init.d/nessusd start

Sample Output

Upgrade Commands # [etc/init.d/nessusd stop
# pkginfo | grep nessus

The following is example output for the previous command
showing the Nessus package:

application TNBLnessus The Nessus Network
Vulnerability Scanner

To remove the Nessus package on a Solaris system , run the
following command:

# pkgrm <package name>

# gunzip Nessus -4.x.x -solaris - sparc.pkg.gz
# pkgadd -d ./ Nessus-4.0.0 -solaris - sparc.pkg

Copyright 2004 -200 9, Tenable Network Security, Inc. 12



The following packages are available:
1 TNBLnessus -4-0-0 TNBLnessus
(sparc)4 .0.0

Select package(s) you wish to process (or ‘all' to
process
all packages). (default: all) [?,7?,q]: 1

# [ etclinit.d/nessusd start

Notes

To upgrade Nessus on Solaris, you must first uninstall the
existing version and then install the newest release. This process
will not remove the configuration files or files that were not part
of the original installation.

FreeBSD 7 (32 and 64 bit)

Upgrade Commands

# killall nessusd
# pkg_info

This command will produce a list of all the packages in stalled and
their descriptions.  The following is example output for the
previous command showing the Nessus package:

Nessus - 3.0. 6 A powerful security scanner

Remove the Nessus package  using the following command:

# pkg_delete <package name>

Use one of the appropriate command s below which corresponds
to the version of FreeBSD you are running:

# pkg_add Nessus -4.0.0 -fb sd7.tbz
# pkg_add Nessus -4.0.0 -fbsd 7. amd64. thz

H*

/usr/local/nessus/sbin/nessusd -D

Sample Output

killall nessusd
pkg_delete Nessus - 3.0.6
pkg_add Nessus -4.0.0 -fbsd7 .tbz

* R R

nessusd (Nessus) 4.0 .0. for FreeBSD
(C) 2009 Tenable Network Security, Inc.

Processing the Nessus plugins...
[HH R T R R T B R T R

All plugins loaded
- Please run /usr/local/nessus/sbhin/nessus - adduser to

add an
admin user
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Notes To upgrade Nessus on FreeBSD you must first uninstall the

existing version and then install the newest release. This process

will not remove the configuration files or files that were not part
of the original installation.

Upgrade Commands # killall nessus - service
# installpkg Nessus - 4.x.x - dragon - skw- i386.tgz
# lopt/nessus/sbhin/nessus -service D iS<IP Address>

Sample Output

Notes Contact Tenable tod ownload the latest version of Nessus for the
Enterasys Dragon appliance.
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Depending on how the user s theugpgrade e m
may produce messages such as:

/sbin/ldconfig: File /ust/lib/libcprts.so is too sm all,
not checked.

These are not errors, just informational messages.

Installation of Nessus on the Dragon appliance can take an hour
to complete because of the Dragon IDS resource utilization.

Installation

Download the latest version of Nessus from http://www.nessus.org/download/ or through
the Tenable Support Portal.

/i\ Unless otherwise noted, all commands must be performed as the
* user.
The following table provides installation instructio ns for the Nessus server on all supported

platforms. Any special installation instructions are provided in a note following the example.

Platform \ Installation Instructions

Red Hat ES 4 (32 bit only), ES 5 (32 and 64 bit)

Install Command Use one of the a ppropriate command s below which correspond to
the version of of Red Hat you are running:

# rpm 7ivh Nessus -4.x.x -es4.i386.rpm
# rpm 7ivh Nessus -4.x.x -esb5.i386.rpm
# rpm Tivh Nessus -4.x.x -es5.x86_64 .rpm

Sample Output # rpm 7iivh Nessus -4.0 .0 - es4.i386.rpm
Preparing...
P [100%0]
1:Nessus

HHEHH R R T T R [100%)]
nessusd (Nessus) 4.0.0. for Linux

(C) 1998 - 2009 Tenable Network Security, Inc.
- Please run /op t/nessus//sbin/nessus - adduser to add a
user

- Register your Nessus scanner at
http://www.nessus.org/register/ to obtain
all the newest plugins
- You can start nessusd by typing /shin/service nessusd
start
#

Fedora Core 10 (32 and 64 bit)
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http://www.nessus.org/download/

Install Com  mand

Sample Output

Install Command

Sample Output

Install Command

Use one of the appropriate command s below that correspond to
version of Fedora Core you are running:

# rpm Tivh Nessus-4.x.x -fcl0 .i386.rpm
# rpm Tivh Nessus-4.x.x -fcl0 .x86_64 .rpm

Use one of the appropriat e command s below that correspond to
version of SuSE you are running:

# rpm Tivh Nessus-4.x.x -suse9.3.i5 86.rpm
# rpm Tivh Nessus-4.x.x -suselO .0.i5 86.rpm

Use one of the appropriate command s below that correspond to
version of Debian you are running:

the

the

the
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# dpkg -iNessus -4.x.x Tidebian 5 i386.deb
# dpkg -iNessus -4.x.x Tdebian 5 _amd64.deb

Sample Output

# dpkg -iNessus -4.0.0 -debian5_i386.deb

Selecting previously deselected package nessus.

(Reading database ... 36954 files and directories

currently installed J)

Unpacking nessus (from Nessus -4.0.0 -debian5 _i386.deb) ...
Setting up nessus (4.0.0) ...

nessusd (Nessus) 4.0.0. for Linux

(C) 1998 - 2009 Tenable Network Security, Inc.

- Please run /opt/nessus/shin/nessus - adduser to add a
user
- Register your Nessu S scanner at

http://www.nessus.org/register/ to obtain
all the newest plugins
- You can start nessusd by typing /etc/init.d/nessusd
start
#

Notes

The Nessus daemon cannot be started until Nessus has been

registered and a plugin download has occurred. By default Nessus
comes with an empty plugin set. If you attempt to start Nessus
without plugins, the following output is returned:

# /etc/init.d/nessusd start

Starting Nessus : .

# Missing plugins. Attempting a plugin update...

Your installation is missi ng plugins. Please register and
try again.

To register, please visit http://www.nessus.org/register/

Ubuntu 8.04 and 8.10

Install Command

Use one of the appropriate commands below that correspond to the
version of Ubuntu you are running:

# dpkg -iNessu s-4.x.x Tubuntu804_i386.deb
# dpkg -iNessus -4.x.x T1ubuntu804_amd64.deb
# dpkg -iNessus -4.x.x 7ubuntu810_i386.deb
# dpkg -iNessus -4.x.x Tubuntu810_amd64.deb

Sample Output

# dpkg -iNessus -4.0.0 -ubuntu804_amd64.deb

Selecting previously deselected packag € nessus.

(Reading database ... 32444 files and directories

currently installed.)

Unpacking nessus (from Nessus -4.0.0 - ubuntu804 amd64.deb)

Setting up nessus (4.0.0) ...

- Please run /opt/nessus/shin/nessus - adduser to add a
user
- Register your Nessu S scanner at
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Install Command

Insta I Command

Sample Output

Install Command

# gunzip Nessus -4.x.x -solaris -sparc.pkg.gz
# pkgadd -d ./ Nessus-4.0.0 -solaris -sparc .pkg

The following packages are available:
1 TNBLnessus -4-0-0 TNBLnessus
(sparc)4 .0.0

Select package(s) you wish to process (or ‘all' to process
all packages). (default: all) [?,??,q]: 1

Use one of the appropriate command s below that correspond to
version of FreeBSD you are running:

# pkg_add Nessus -4.0.0 -fbsd 7.thz
# pkg_add Nessus -4.0.0 -fbsd 7. amd64. thz

Use one of the appropriate comman  ds below that correspond to
hardware you are running on:

# installpkg Nessus -4.xx -linnux -generic32.tar.gz
# installpkg Nessus -4.xx -linnux - generic64.tar.gz

the

the
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Mac OS X

Install Command Download Nessus - 4.0.0.dmg.gz to the host system and click on it
to begin installation . Seethe Mac OS X section for installation
instructions.

Enterasys Dragon Appliance

Install Command # installpkg Nessus - 4.0.0 -dragon - skw- i386.tgz
Once Nessus is installed, it is recommended that you cus tomize the provided configuration
file for your environment as described i n tQosefiguiiation 6 secti on.

Configuration

Nessus Major Directories

The following table lists the installation location and primary directories used by Nessus:
Nessus Home Nessus sub  -directories Purpose
Directory
Unix Distributions
Red Hat, SUS E, Jetc/nessus  / Configuration files
Debian, Ubuntu,

Solaris, Ente  rasys: .Ivar/nessus/users / <username>/kbs / | User knowledgebase
lopt/nessus saved ond isk
FreeBSD: Jlib/nessus/plugins/ Nessus plugins
/usr/local/nessus

Mac OS X: Ivar/nessus/logs/ Nessus log files
/Library/Nessus/run

Create a Nessus User

At a minimum, create one Nessus user so client utilities can log into Nessus to initiate scans
and retrieve results.

/'\ Unless otherwise noted, perform all commands as the system & root user.

For password authentication use the nessus - adduser command to add users and use the
default authenticati on me tTheficstudepcaeatsddwil ( pbae thesadrim d ) .
user.

Each Nessus user has a set of r uthat sontroewhathayead t o
and cannot scan. By default, if user rules are not entered during the creation of a new
Nessus user, then the user can scan any IP range.
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# /o pt/nessus/shin/nessus - adduser

Login : sumi_ nessus

Authentication (pass/cert) : [pass]

Login password :

Login password (again) :

Do you want this user to be a Nessus 'admin’ user ? (can upload plugins,
etc...) (y/n) [n]: y

User rules

nessusd has  a rules system which allows you to restrict the hosts
that sumi_ nessus has the right to test. For instance, you may want
him to be able to scan his own host only.

Please see the nessus - adduser manual for the rules syntax

Enter the rules for this user, an d enter a BLANK LINE once you are done :
(the user can have an empty rules set)

Login : sumi_ nessus

Password : *kkkkkkkkkk

This user will have 'admin' privileges within the Nessus server
Rules :

Is that ok ? (y/n) [y] y

User added

#

& A non -admin user cannot upload plugins to Nessus, cannot restart it remotely
(needed after a plugin upload), and cannot override the max_hosts/max_checks
setting that is setin nessusd.conf.  If the user is intended to be used by the
Securit y Center, it must be an admin user. The Security Center
own user list and sets permissions for its users.

A single Nessus scanner can support a complex arrangement of multiple users. For

example, an organization may need multiple personnel to have access to the same Nessus
scanner but have the ability to scan different IP ranges, allowing only some personnel

access to restricted IP ranges.

The following example highlights the creation of a second Nessus user with password
authentication an  d user rules that restrict the user to scanning a class B subnet,
172.20.0 .0/ 16. For further examples and the syntax of user rules please see the man pages
for nessus - adduser .

# [opt/nessus/sbin/nessus - adduser
Login : restricteduser
Authentication (pass/c ert) : [pass]

Login password :
Login password (again) :
Do you want this user to be a Nessus '‘admin’ user ? (can upload plugins,

etc...) (y/n) [n]: y
User rules
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nessusd has a rules system which allows you to restrict the hosts

that restricteduse r has the right to test. For instance, you may want
him to be able to scan his own host only.

Please see the nessus - adduser(8) man page for the rules syntax

Enter the rules for this user, and enter a BLANK LINE once you are done :

(the user can have an e mpty rules set)
accept 172.20.0.0/16

default deny

Login : restricteduser

Password *kkkkkkkkkk

This user will have 'admin’ privileges within the Nessus server
Rules :

accept 172.20.0.0/16

default deny

Is that ok ? (y/n) vly

User added

#

To view the nessus -adduser(8) man page, on some operating systems you may
have to perform the following commands:

# export MANPATH=/opt/nessus/man
# man nessus - adduser

Configure the Nessus Daemon (Advanced Users)

The file /opt/nes sus/etc/nessus/nessusd.conf contains several configurable options. For

example, this is where the maximum number of checks and hosts being scanned at one

time, the resources you want nessusd to use and the speed at which data should be read
are all specifi ed, as well as many other options. This file is created automatically with

default settings, but it is recommended that these settings be reviewed and modified
appropriately based on your scanning environment.

In particular, the  max_hosts and max_checks values can have a great impact on your
Nessus systembébs ability to perform scans, as
vulnerabilities on your network. Pay particular attention to these two settings.

Here are the two settings and their default values as shown inthe nessusd.conf file:

# Maximum numbe r of simultaneous hosts tested:
max_hosts = 40

# Maximum number of simultaneous ¢ hecks against each host tested:
max_checks =5

Note that these settings will be over -ridden on a per -scan basis when using  Tenable &
Security Center or Nessus  Client . To view or modify these options for a scan template in the
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Security Center, edit a Scan Template & fiScan Options 0. In NessusClient, edit the scan
policy and then click on the Options tab.

Remember that the setti  ngsin nessusd.conf  will always be over -ridden by the values set in
the Security Center Scan Template or Nessus Client policy options when performing a scan
via these tools.

Notes on max_hosts:

As the name implies, this is the maximum number of target sys tems that will be scanned at
any one time. The greater the number of simultaneously scanned systems by an individual

Nessus scanner, the more taxing it is on that scanner system & RAM, processor and network
bandwidth. T ake into considerationt he hardware ¢ onfiguration of the scanner system and
other applications running on it when setting the max_hosts value.

As a number of other factors that are unique to your scanning environment will also affect

your Nessus scans ( e.g., your organization & policy on sca nning, other network traffic, the
affect a particular type of scan has on your scan target hosts), experimentation will provide

you with the optimal setting for max_hosts .

A conservative starting point for determining the best max_hosts setting in an ente  rprise
environment woul d be t dnis-basediNte stsal sii Z0/tem and A100 on
Windows Nessus scanner.

Notes on max_checks:

This is the number of simultaneous checks or plugins that will be run against a single target
host during a scan. Note that setting this number too high can potentially overwhelm the
systems you are scanning depending on which plugins you are using in the scan.

Multiply max_checks by max_hosts to find the number of concurrent checks that can

potentially be running at any given time during a scan. Because max_checks and max_hosts
are used in concert, setting max_checks too high can also cause resource constraints on a
Nessus scanner system. As with max_hosts , experimentation will provide you with the

optimal setting for ~ max_checks , but itis recommened that this always be set relatively low.

Setting max checks t o a value of fi30 would be adeqguate for most
would it be set any higher than fi40.

/'\ If you editthe  nessusd.conf file, you must restart nes sus for the changes to take
effect.

Installing the Plugin Activation Code

& If you are using the Tenable Security Center, the Activation Code and plugin
updates are managed from the Security Center. In order to communicate with the

Security Center, Nessu s needs to be started, which it will normally not do without

a valid activation code and plugins. To have Nessus ignore this requirement and

start (so that it can get the information from the Security Center), run the

following command:

# nessus - fetch -- security - center
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Please refer to the Security Center Documentation for the configuration of a
centralized plugin feed for multiple Nessus scanners.

Before Nessus starts for the first time, you must provide a activation code to download the
current plugins . The initial download and processing of plugins will require extra time before
the Nessus Server is ready.

Depending on your subscription service, you will have received an activation code that
entittes youto  receive either the ProfessionalFeed orthe HomeFeed plugins . This
synchronizes your Nessus scanner with all of the plugins available.

To install the activation code, type the following command on the system running Nessus,
where <license code> is the registration code that you received:

Linux, Sol aris, Enterasys:

# lopt/nessus/bin/nessus - fetch -7 register < Activation Code>
FreeBSD:
# /Jusr/local/nessus/bin/nessus - fetch  -- register < Activation Code>

An Internet connection is required for this step. If you are running Nessus on a
system that does  not have an internet connection, follow the steps in the section
fiNessus without Internet Access 0O to install your activatig

The example below shows the steps involved in registering the plugin a ctivation code,
retrieving the latest plugins from the Nessus website and verifying a successful download.

# cat /opt/nessus/lib/nessus/plugins/plugin_feed_info.inc
PLUGIN_SET = "200910041848 ";
PLUGIN_FEED = " Release ";

# lopt/nessus/bin/nessus -fetch -7 reg ister XXXX - XXXX XXXX XXXX XXXX
Your activation code has been registered properly T thank you.

Now fetching the newest plugin set from plugins.nessus.org...

Your Nessus installation is now up - to - date.

If auto_update is set to 'yes' in nessusd.conf, Nessus w ill
update the plugins by itself.

# cat /opt/nessus/lib/nessus/plugins/plugin_feed_info.inc

PLUGIN_SET = "200904080834 ";

PLUGIN_FEED = " ProfessionalFeed (Direct) ;
The file plugin_feed_info.inc , located in the directory
/opt/nessus/lib/nessus/plugins/ , will verify which plugin set and type of feed you have.

Reviewing this file helps you ensure that you have the latest plugins available.

Configuring SSL Certificates in Linux/Unix

SSL Certificates are configured by running two binary files followed by seve ral simple steps.
The process is described below:
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On the Nessus Server, open up a terminal window as the root wuser

command to change tothe sbin directory underthe Nessus home directory (see the

fiNessus Major Directories 0 t abl e t o determine the Nessus home

In this example , the directory is fYopt/nessus/sbhin 0 Enter f./ nessus - mkcert 0 a bhd
certificate creation screen will be displayed  prompting for certificate d etails:

#./nessus - mkcert

Creation of the Nessus SSL Certificate

This script wi Il now ask you the relevant information to create the SSL
certificate of Nessus. Note that this information will *NOT* be sent to
anybody (everything stays local), but anyone with the ability to connect to
your

Nessus daemon will be able to retrieve this i nformation.

CA certificate life time in days [1460]:
Server certificate life time in days [365]:

Your country (two letter code) [FR]: us
Your state or province name [none]: MD
Your location (e.g. town) [Paris]: Baltimore
Your organization [Nessus Users Un ited]:

Congratulations. Your server certificate was properly created.
The following files were created :
. Certification authority :

Certificate = /opt/nessus//com/nessus/CA/cacert.pem
Private key = /opt/nessus//var/nessus/CA/cakey.pem

.Nessus  Server :
Certificate = /opt/nessus//com/nessus/CA/servercert.pem
Private key = /opt/nessus//var/nessus/CA/serverkey.pem

Note that the location of the generated files is displayed in the output above. In
this case, the file to be copied to th e NessusClient is:

CAO0 field in the Nessus Client SSL Setup sc

fYopt/nessus/com/nessus/CA/cacert.pem 0. This file correspo

& After creating the server certificate, restart the Nessus process from the

command -line so that Nessus use s the new certificate. For instructions on
restarting the Nessus daemon, s eStoptheiNessssect i
Daemon 0 a nSdart fie Nessus Daemon 0 .

Next, run the nessus-mkcert -client command from the same directory. This process
creates the client certificate and registers Nessus users with the SSL Certificate:

# ./nessus - mkcert - client
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Do you want to register the users in the Nessus server
as soon as you create their certificates ? [n]: y

Creation Nessus SSL client Certificate

This script will now ask you the relevant information to create the SSL
client certificates for Nessus.
Client certificate life time in days [365]:

Your country (two letter code) [FR]: us
Your state or province name []: MD
Your location (e.g. town) [Paris]: Baltimore

Your organization [J:

Your organizational unit []:

*kkkkkkkkk

We are going to ask you some question for each client certificate
If some question have a default answer, you can force an empty answer by
entering a single dot "'

*kkkkkkkk

User #1 name (e.g. Ness us username) [J: admin
Should this user be administrator? [n]: y
Country (two letter code) [US]:

State or province name [MD]:

Location (e.g. town) [Baltimore]:

Organization []:

Organizational unit []:

e- mail []:

User rules

nessusd has a rules system which allows you to restrict the hosts
that $login has the right to test. For instance, you may want

him to be able to scan his own host only.

Please see the nessus - adduser(8) man page for the rules syntax

Enter the rules for this user, and enter a BLANK LINE once you are done:
(the user can have an empty rules set)

User added to Nessus.

Another client certificate? [n]:

Your client certificates are in /tmp/nessus - 047de7a3
You will have to copy them by hand

#

i": Note that the location of the gener ated files is displayed in the output above. In

this case, the files to be copied to the NessusClient are located in: f/tmp/nessus -
047de7a30. These files correspond with the APa
locations in the Nessus Client SSL Setup screen.
The steps above create three files that must be copied to your Nessus Client to facilitate SSL
communications.  The files in question are:
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e cacert.pem 1 The CA certificate created by nessus -mkcert.exe. This is located by
def aul topt/hessus//ddm/nessu s/ICA/ O

e cert_<user>.pem i The certificate created by the nessus - mkcert -client command .
This file is located in a temp orary directory similarto  fitmp/nessus - 047de7a3 0. This
location is printed out when the executable is run.

e key <user>.pem i The key creat ed by the nessus - mkcert -client command . This
file is generated inatemp  orary directory similarto  f/tmp/nessus - 047de7a3 0o. This
location is printed out when the executable is run.

These files may be copied to any location on the remote Nessus Client. Once the files are
copied, access the NessusClient SSL Configuration page and select the copied files. When
editing the Nessus connection page, click on the

left -hand corner of the page:

3 Edit Connection [$_<|

Connection name: | MyZentos |

Host name: |172.1.2.3 |

Port: | 1241 |

Loqin: |au:|n'|in |

Passward: |u-uu |

2oL Setup,.. | ) Cancel ]I Save l

After clicking the A SSL S ebuttorp ,&he following screen is displayed:

Falind
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= ssiSetup

Aukhenticake using 53L certificate

Path to CA...

Path to Kew. ..

Path to Cert...

Cancel ] ’ Save

Browseto t he appropriate files and then click fASavebo

Setup page.

/i\ Make sure the files were copied over to the local system and not browsed on a file
* server or they may  not have the correct ownership.

Nessus without Internet Access

This section describes the steps to register your Nessus scanner, install the activation code
and receive the latest plugins when your Nessus system does not have direct access to the
Intern et.

Register your Nessus Scanner

You must retrieve your Activation Code for the Nessus Subscription from either your

Tenable Support Portal _ account for the ProfessionalFeed or your Home Feed registration
email. You must subscribe to the ProfessionalFeed to use Nessus in a professional

environment even if it is not directly for commercial purposes. This includes scanning your

desktop at work or a home computer that is used for business pur poses. Please review the
Subscription Agreement __ for more details on the type of subscription for which you are

qualified. Users qualified for a HomeFeed subscription can register by going to
http://www.nessus.org/register/ and enter ing the email address for the registered user . To
purchase the ProfessionalFeed, p  lease contact Tenable at  sales@tenablesecurity.com  or go
to the e -commerce site at  https://products.nessus.org/ . Tenable will then send you an
Activation Code for the ProfessionalFeed.

Note that you can only use one Activation Code per scanner, unless the scanners are
managed by the Security Center.

Once you have the  Activation Code, run the following command on the system running
Nessus:
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Linux, Solaris , Enterasys

# /opt/nessus/bin/nessus -fetch  -- challenge

FreeBSD:

# /lusr/local/n essus/bin/nessus -fetch - -challenge

This will produce a string caltheddlowing hal |l engeo that | oo

569ccd9ac72ab3a62a3115a945ef8e710c0d73b8

Then, goto https://plugins.nessus.org/offlin e.php and copyand paste the #fichall engeo
as well as the Activation Code that you received previously into the appropriate text boxes :

Mozilla Firefox

ks Tools  Help

Home Mew Tab | & htkps:/fplugins. nessus. orgfoffline. php él v | {

5] Formse (5] Images Information= [ Miscellaneous™ o OutlineT o Resizer & Tools~ Wiews SourceT Cpkions=
X

@S TENARBLE

Network Security

Type 'nessus-fetch --challenge' on your nessusd server and type in the result :

Enter your activation code ¢

Submit

Horne | Contact Us | Support

This will produce a URL  that will give you accessto  download a single file with the Nessus
plugin feed . Save this URL because you will use it every time you update your
plugins. Installting the plugins is discussed in the next section.

In addition, you will see afile called nessus -fetch.rc . Copy this file to the host running

Nessus in the directory  /opt/nessus/  etc/nessus/ (or /usr/local/nessus/etc/nessus for
FreeBSD) .
To confirm that the registration was successful, run this command after putting the nessus -

fetch.rc file in place:

# lopt/nessus/bin/nessus -fetch  -- check

/i\ The nessus - fetch.rc file only needsto  be copied one time. Subsequent
> downloads of the Nessus plugins will need to be copied there each time.
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Note that, by default, Nessus will attempt to update its plugins every 24 hours after you

have registered it. If you do not want such an update attemp ted, simply edit  nessusd.conf

and saetb upilate 0 tnmo A

Receive Up -to -date Plugins

To obtain the newest plugins, go to the URL tha t was provided in the previous step ,
download the file n a me all A2.0.tar.gz 0 and save it in the directory /opt/nessus/s
(or /usr/local/nessus/s bin/  for FreeBSD) . To install the plugins, perform the following
command:

Linux, Solaris, Enterasys:

# /opt/nessus/shin/ nessus - update - plugins all - 2.0.tar.gz

FreeBSD:

# [usr/local/nessus/shin/nessus - update - plugins all -2.0tar .0z

Then, restart the Nessus process from the command -line so that Nessus uses the new

plugins. For instructions on restarting the Nessus daemon, see the sections below titled:
fiStop the Nessus Daemon 0 a nStart fiie Nessus Daemon 0 .

Once the plugins have been installed, you do not need to keep the all -2.0.tar.gz
However, Tenable recommends that you retain the latest version of the downloaded plugin
file in case it is needed again.

Now, you will have the latest plugins available. Each time you wish to update your plugins

bin /

file.

you must go to the provided URL, obtain the tarball , copy it to the system running Nessus

and run the command above

Start the Nessus Daemon

& Nessus will not start until the scanner is registered and the plugins have been

not need to provide a registration code or download plugins
# nessus -fetch 7 -security - center

downloaded . Security Center usersthat have entered the following command will

Start the Nes sus service as r oot with the following command:

Linux, Solaris, Enterasys:

# /opt/nessus/shi n/nessus -service -D
FreeBSD:
# Jusr/locall nessus/sbi  n/nessus -service -D
& Since there are multiple network interfaces in all of the Dragon sensors, users will
want to specify which interface they want Nessus to bind to by including the TS

<ip address>  parameter. Therefore, users of Nessus on Dragon appliances must
enter the following command to start the Nessus service:
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# [opt/nessus/sbin/nessus -service 1D iS<ipaddress>

It is recommended that t he <ip address>  be on a different NIC than Dragon and
PVS.

If you would like Nessus to start automatically when the system starts then place
the above command in the following file:

letc/rc.d/rc.local

Below is an ex ample of the screen output for starting nessusd for Red Hat:

# lopt/nessus/shin/nessus -service -D

nessusd (Nessus) 3.2.0 for Linux
(C) 1998 - 2008 Tenable Network Security, Inc.

Processing the Nessus plugins...
(BB S ]

All plugins loaded
#

I f you wish to suppress the out pud wofdt itdre a9 mmalnldgwa:s e

Linux, Solaris, Enterasys:

# lopt/nessus/shin/nessus -service iq 1D

FreeBSD:

# lusr/local /nessus/sbin/nessus -service iq 1D

Altern atively, Nessus may be started using the following command depending on the

operating system platform

Operating System ‘ Command to Start nessusd

Red Hat # /sbin/service nessusd start
Fedora Core # /sbin/service nessusd start

SuSE # letc/rc.d/nessusd st art
Debian # /etc/init.d/nessusd start

FreeBSD # /lusr/local/etc/rc.d/nessusd.sh start
Solaris # /etc/init.d/nessusd start

Ubuntu # /etc/init.d/nessusd start
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Enterasys Dragon IDS # lopt/nessus/shin/nessus -service 7D TS <ipaddress>

After starting the  nessusd service, Security Center users have completed the initial
installation and configuration of their Nessus 4 scanner. If you are not using the Security
Center to connectto  nessusd , then continue with the following instructions to install the
plugin activation code.

Stop the Nessus Daemon

If you need to stop the nessusd service for any reason, the following command will halt
nessus and also ab ruptly stop any on  -going scans:

# killall nessusd

Users of Nessus on Dragon appliances must enter the fo llowing command to stop
the Nessus service:
# Kkillall nessus - service

It is recommended that you use the more graceful shutdown scripts instead:

Operating System ‘Command to  Stop nessusd

Red Hat # /sbin/service nessusd stop

Fedora Core # [sbin/service nessusd stop

SuSE # /etc/rc.d/nessusd stop

Debian # /etc/init.d/nessusd stop

FreeBSD # lusr/locall/etc/rc.d/nessusd.sh stop
Solaris # /etc/init.d/nessusd stop

Ubuntu # letc/init.d/nessusd stop

Enterasys Dragon IDS # killall nessus - service

Nessusd Com mand Line Options

In addition to running the nessusd sever, there are several command line options that can
be used as required . The following table contains information on these various optional
commands.

Description
- ¢ <config T file> When starti ng the nessusd server, this option is used to specify
the server -side nessusd configuration file to use. It allows for the
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use of an alternate configuration file instead of the standard
/opt/nessus/etc/nessus/nessusd.conf (or
{usr/local /nessus/etc/nessus/n

essusd.conf  for FreeBSD) .

- a <address>

When star ting the nessusd server, this option is used to tell the
server to only listen to connections on the address <address>

that is an IP, not a machine name. This option is useful if you are
running nessusd ona gateway and if you do not want people on
the outside to connect to your nessusd .

- S <ipl,ip2,...]>

When starting the  nessusd server, force the source IP of the
connections established by Nessus during scanning to <ip>. This
option is only useful if you h ave a multi -homed machine with
multiple public IP addresses that you would like to use instead of

must have multiple NICs with these IP addresses set.

the default one. For this setup to work, the host running nessusd

- p <port - number>

When starting the  nessusd server, this option will tell the server
to listen for client connections on the port <port

-number> rather

than listening on port 1241 , Which is the default.

-D When staring the  nessusd server, this option will m ake the
server run in  the background (daemon mode)

-V Display the version number and exit.

-h

Show a summary of the commands and exit.

An example of the usage is shown below:

Linux, Solaris, Enterasys:

# /opt/nessus/sbhin/nessus -service [-vhD][ -c<config -file>][ - p <port -
number>][ -a< address>][ - S <ip[,ip,...]>]

FreeBSD:
# [usr/local/ nessus/shin/nessus -service [-vhD][ -c<config -file>]] - p <port
number>] [ - a <address>] [ - S <ipl,ip,-..]~]

Connecting with a Client

Once the installation has finished and the plugins have been updated,

ready to be connected to
NessusClient, the command line or the Security Center interface (which is discussed in the
sect i on Workinglwighdhe 8ecurity Center 0). Information on NessusClient and

the Nessus server is
by a client. Tenable supports access to the Nessus server through

command |

ne

operation is avail abl e locateddathe fANessusCl
http://www.tenablesecurity.com

/documentation/

Updating Plugins
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The following command is used to update the Nessus scanne r with the most recent plugins:

Linux, Solaris, Enterasys:

# [lopt/nessus/shin/nessus - update - plugins
FreeBSD:
# [usr/local/nessus/shin/nessus - update - plugins

As new flaws are being discovered and published every day, new Nessus plugins are written
on a daily basis. To keep your Nessus scanner up -to - date with the latest plugins, making
your scans as accurate as possible, you need to update your plugins frequently .

How Often Should | Update Plugins?

In general, updating your Nessus plugins once a day is sufficient for most organizations. If
you absolutely need the most current plugins and intend to update continuously throughout

the day, updating no more than once every four hours is sufficient , as there is virtually no
benefit in updating more frequently .

Updating Plugins Automatically

Since version 3.0 , Nessus will fetch the newest plugins on a regular basis automatically.

This is done with the  auto_update optio n located inthe nessusd.conf file. The default for

this option is set @auo update délay Tdetermiags how often Nessus will

update its plugins in hours, which has a default value of 24. A minimum value of 4 hours

can be used. The plugins  update will take place the set number of hours after nessusd is
started and will continue every N number of hours after that.

For this option to work properly, you must en sure that the scanner has a plugin feed
activation code that is correctly registere d. Use the following command to verify this:

Linux, Solaris, Enterasys:

# /opt/nessus/bin/nessus -fetch  -- check
FreeBSD:
# /usr/local /nessus/bin/nessus -fetch -- check

Automatic plugin updates are only tried if:

e The auto_update optionissettoyesint he nessusd.conf file;

e The plugin feed activation code has been registered via nessus - fetch from this
scanner while directly ~ connected to the internet; and

e The scanner is not being remotely managed by a Tenable Security Center.

Note that an offline plugin feed registration will not set Nessus to fetch the newest plugins
automatically.
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Scheduling Plugins Updates With Cron

If your organization has some technical or logistical reason for not permitting Nessus to
update its plugins automatically, you can also set up a cron job to do this.

To configure your system to update plugins every night via cron, perform the following
steps:

e Become root by typing suroot (or sudo bash if you have sudo privileges).

e Asroot,type crontab - e to edit the crontab of the root user.
e Add the following line in your crontab:
28 3 * * * Jopt/nessus/shin/nessus - update - plugins
The above configuration will call the command nessus - update - plugins every night at 3:28

am. Since nessus - update - plugins restarts nessusd automatically without interrupting the
on-going scans, you do not need to do anything else.

When configuring cron for plugin updates, make sure that you do not initiate the update
at the top of the hour. When setting up a schedule, pick a random minute after the top of
the ho ur between :05 and :55 and initiate your download then.

Removing Nessus

The following table provides instructions for removing the Nessus server on all supported
platforms. Except for the Mac OS X instructions, the instructions provided will not remove
the configuration files or files that were not part of the original installation. Files that were

part of the original package but have changed since installation will not be removed as well.

To completely remove the remaining files use the following command:

Linux, Solaris, Enterasys:

# rm 7 rf /opt/nessus

FreeBSD:

# rm 1 rf /usr/local/nessus/bin

Do not remove the nessus directories if you have a NessusClient installed on the
system that you intend to use with another Nessus Server. The Mac OS X
instruct ions remove the NessusClient as well as the server.

Platform \ Removal Instructions

Red Hat ES 4 (32 bit only), ES 5 (32 and 64 bit)

Remove Command Determine the package name
# rpm 71 ga|grep Nessus

Use the output from the above command to remove the package:
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Sample Output

Remove Command

Remove Command

Remove Com mand

Sample Output

Remove Command

# rpm - e <Package Name>

Determine the package name

# rpm i qa|grep Nessus
Use the output from the above co mmand to remove the package:

# rpm - e <Package Name>

Determine the package name
# rpm i qa|grep Nessus
Use the output from the above command to remove the package:

# rpm - e <Package Name>

Determine the package name
# dpkg 11| grep i nessus

Use the output from the above command to remove the package:

# dpkg -r<package name>

Determine the package name

# dpkg T1]|grep i nessus
Use the output from the above command to remove the package:

# dpkg -r<package name>
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Sample Output

Remove Command Stop the nessusd service :

# /etcl/init.d/nessusd stop
Determine the package name:

# pkginfo |grep iinessus

Remove the Nessus package:

# pkgrm <package name>

Sample Output

Remove Command Stop Nessus:

# killall nessusd

Determine the package name:

# pkg_info | grep Tinessus
Remove the Nessus package:

# pkg_delete <package name>

Sample Output

Remove Command

Stop Nessus:
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Remove Comman

d

# killall nessusd

Determine the package name:

# Is /var/log/packages | grep -In essus

Remove the Nessus package:

# removepkg <package name>

Launch a terminal window: From AApp
and then click on either fATerminal o
prompt, use the fisudoo command to r

the Nessus directories as follows:

$ sudo /bin/sh
Password:

# | s -1d/Library/Nessus

# rm - rf /Library/Nessus

# Is -Id/Library/Nessus

# Is -Id /Applications/Nessus

# rm - rf /Applications/Nessus

# Is -1d /Applications/Nessus

# Is -1d/Library/Receipts/Nessus*

# rm - rf /Library/Receipts/Nessus*

# Is -Id/Library/Receip ts/Nessus*
# exit

Sample Output
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Notes Do not attempt this process unless you are familiar with Unix shall
commands. The Al sd0 commands are includg¢e
name is typed correctly.

Enterasys Dragon Appliance

Remove Command Stop Nessus:

# killall nessus - service

Determine the package name:

# Is Ivar/log/packa ges | grep -In essus

Remove the Nessus package:

# removepkg <package name>

Sample Output # killall nessus - service

# Is /var/log/packages | grep -In essus
Nessus - 3.2.0 - dragon - skw- i386

# removepkg Nessus-3.2.0 -dragon - skw-i386
#

Windows
Upgrading from Nessus 3. 0 - 3.0.x

A direct upgrade from Nessus 3.0 .X to Nessus 4.x is not supported, however, an upgrade to

3.2 can be used as an interim step to ensure that vital scan settings and policies are
preserved . If scan settings do not need to be kept, uninst all Nessus 3 .x first and then install
a fresh copy of Nessus 4

If you choose to upgrade to 3.2 as an interim step, please consult the Nessus 3 .2
Installation G _uide for more information.

Upgrading from Nessus 3.2 and later

If you are using Nessus 3.2 or later, you can download the Nessus 4 package and install it

without uninstalling the existing version . All previous vulnerability scan reports and policies
will be saved and will not be deleted . After the new version of Ne  ssus is installed, they will
still be available for viewing and exporting

Installation

Downloading Nessus
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The latest version of Nessus is available at http://www.nessus.org/download/ . NessusClient
for Windows is bundled with the Nessus Windows server. Nessus 4 is available for Windows
XP, Server 2003, Server 2008 and Vista.

You are required to enter in contact information to obtain the Nessus s oftware. Nessus
customers can request a static download site if they require it. Nessus distribution file sizes
and names vary slightly from release to release, but are approximately 20 MB in size.

Installing

Nessus is distributed as an executable install ation file. Placet he file on the system itis
being installed on , or a shared drive accessable by the system

You must install  Nessus using an administrative account and not as a user of less privilege.
If you receive any errors related to permissions , NAccess Deniedodo o
suggesting an action occurred due to lack of privileges, ensure that you are using
an account with administrative privileges. If you receive these errors while using
command line utilities, run cmdexe wi th ARun asédgepritwi l6ag eng
Installation Questions
& MNessus - InstallShield Wizard E
Welcome to the InstallShield Wizard for
MNessus
The InstallShield(R) Wizard will install Nessus on wour
computer, To continue, click Mext,
WARMIMG: This program is protected by copyright law and
inkernational kreaties,
| Mext = | Cancel |
During the installation process, Nessus will prompt the user for some basic information
Before you begin, you must agree to the license agreement:
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i# Messus - InstallShield Wizard

License Agreement

Please read the Following license agreement carefully,

This iz a legal agreement ("Agreement”) between Tenable Netwaork Security,
Inc., a Delaware corporation having offices at 7063 Columbia Gateway Drive,
Suite 100, Columbia, MD 21046 ("Tenable"), and you, the party licensing
Software "¥ou". This Agreement covers your permitted use of the Software.
BY CLICKING BELOW YOU INDICATE YOUR ACCEPTANCE OF THIS
AGREEMENT AND YOU ACKNOWLEDGE THAT YOU HAVE READ ALL

-
AC TUC TOCDRAS ARMIN SOARINITEARISC AC TLHC A SADCCAACRIT J

{* I accept the terms in the license agreement Print

(" 1 do not accept the terms in the license agreement

Tenable Network Security, Inc. il
NESSUS®
software license Agreement

< Back | Mexk = | Cancel |

After agreeing, you can configure where Nessus will be insta lled:

fi# Messus - InstallShield Wizard

Destination Folder

Click Mext to inskall ko this Folder, or click Change toinstall to a different F

€3

Install Messus ko

C:\Program Files' TenablelMessus), change. ..

< Back | Mext = | Cancel |

When prompted to select the

fiSetup Type 0, you can select to either install the Nessus

Server and NessusClient (Complete), or select just one (Custom). For example, if the intent
is to use Nessus with Security Center, only the Nessus Server will n eed to be installed.
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fi® Nessus - InstallShield Wizard

Setup Type
Choose the setup bvpe that best suits vour needs,

Flease select a setup tyvpe.

+ Complete
Al program Festures will be installed. {Requires the most disk
space.)

Choose which program Features wou want installed and where they
will be installed, Recommended For advanced users.

Inskallshisld

< Back I Mext = I Cancel I

A custom installation will give you the option to install the server, client or both:

i@ Messus - InstallShield Wizard

Custom Setup

Select the program features wou want installed.

Click on an icon in the list below ko change how a Feature is installed,

- Feature Descripkion

Messus Client

This Feature requires 13MB on
wour hard drive.

Install to:

C:\Program Files\ Tenable\Messush, Change... |
Inistallshisld
Help | Space | < Back I Mext = I Cancel |

Once you have made your selections, you will be prompted to confirm the installation:
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i# Messus - InstallShield Wizard

Ready to Install the Program

The wizard is ready to beqgin installation,

Click Install to begin the installation.

If vou want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

Inskallshield

< Back I Install I Cancel |

& Messus - InstallShield Wizard

InstallShield Wizard Completed

- The Installshield Wizard has successfully installad Nessus, Click,
Finish to exit the wizard,

Cancel

= Back.

Nessus Major Directories

Nessus Home Directory Nessus Sub - Directories \ Purpose

\ Program \ conf Configuration files
Files \ Tenable \ Nessus
\ data Stylesheet templates
\ nessus \ plugins Nessus plugins

\ nessus \ users \ <username> \ kbs User knowledgebase

Copyright 2004 -200 9, Tenable Network Security, Inc. 42



saved on disk

\ nessus \ logs

Nessus log files

Configuration

The section describes how to configure the Nessus 4 server on a Windows system.

Nessus Server Manager

To start, stop , and configure the Nessus server, use the program

This interface allows you to:

Nessus Server Manager

e Register your Nessu s Server to nessus.org in order to receive updated plugins
e Perform a plugin update
e Configure whether or not the Nessus server should start whenever Windows starts
e Manage Nessus users
e Start or Stop the Nessus Server
Navigate to the Nessus Server Manager vi a the Start menu as follows: Start -> Programs
Tenable Network Security ->Nessus -> Nessus Server Manager . This will load the Nessus

Server Manager (NessusSvrManager) as shown below:
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/'\ The nStart Nessus Server o butt ontheNiedsus Sarverma i

has been registered.

Changing Default Nessus Port

To change the interface and port that the Nessus Server listens on, edit the nessusd.conf
file located in  C:\ Program Files \ Tenable \ Nessus\ conf \ . The following configuration
directives ca n be edited to alter the Nessus service listener preferences:

# IPv4 address to listen for incoming connections :
listen_address = 0.0.0.0

# Port to listen to :
listen_port = 1241

After changing these values, stop the Nessus service via the Nessus Serve r Manager and
restart it.
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